CAPABILITIES REVIEW

Exinda Network Orchestrator

Exinda Network Orchestrator

Exinda Network Orchestrator gives Network professionals and IT Executives the at a glance visibility and intelligent
recommendations to track network performance in real time and quickly take action to ensure exceptional network
quality to their users and critical business applications that have direct impact on achieving SLAs, application adoption,
at an affordable price.
Exinda Network Orchestrator enables network professionals with
■■
■■
■■
■■
■■
■■
■■

Robust policy engine drives actions on objects, users, apps, time, locations and activities.
Layer 7 visibility into applications natively identifying +2000 applications.
Directory integration for granular control by user and group.
Application acceleration using: Data compression, deduplication, TCP Spoofing, & byte caching
Performance benchmarking for key applications.
Recommendations based on pattern and trend analysis.
Centralized configuration and policy management for a fleet of thousands of Exinda appliances across locations.

Real time Traffic Monitoring
Exinda Network Orchestrator allows you to monitor your network, gaining full visibility into the applications users
access, inbound traffic, outbound traffic and network throughput. This includes network interfaces, service levels,
applications, network users, hosts, network conversations, subnets, virtual circuits and more, in real time. Easy to use
graphs and charts will refresh every 1 second.

Application Monitoring
Applications in real time monitor show the top applications by throughput observed during the last 1 seconds. This
report answers questions such as:
■■
■■

My link is congested; which applications are on my network right now?
How much bandwidth is BitTorrent using right now?

The Applications in Real Time monitor shows inbound application traffic separately from outbound application traffic.
Traffic is sorted by transfer rate. The packet rate and a number of flows for each application in that 1 second period are
also shown. The Distribution percentage shows the proportion of bandwidth consumption of each application relative
to all applications.

Application objects are used to classify traffic on the network and are made up of layer 7 signatures or TCP/UDP port
numbers and port ranges. Application classification can be used to monitor traffic or to create application-specific
policy. There are many (+2000) predefined applications on the appliance. You can add any applications that are not
already in the list.
Applications can be created from various combinations of L7 signatures, TCP/UDP port numbers or ranges, and
network objects.
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Application Performance Metrics
Application Performance monitors generate reports that display information about application users, application
performance, application bandwidth consumption, and the amount of reduction achieved (if applicable).

The application performance metrics are used to generate an Application Performance Score (APS) that assess network
performance and user experience when using business-critical applications regardless if they are natively detected by
Exinda or you have defined them. These charts can answer questions such as:
■■
■■
■■

Are my important applications performing well from a network perspective for my network users?
Has this been a persistent problem or is it getting worse?
If an application is not performing well, what might be causing the problem?

These scores will use such metrics as Network delay, server delay, normalized network delay, normalized server delay,
round-trip time, jitter, inbound loss, and outbound loss. Each metric that contributes to the score has a threshold
value set. The threshold may be set manually or may have been determined automatically by the Exinda Appliance
observing the traffic for the period of time to determine a baseline threshold value.
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Data Caching (Edge Caching)
Provides acceleration of static web content such as HTML, GIF, JPEG, ZIP, RAR, ISO as well as dynamic content
including Google Video, Vimeo. Enables single-sided caching of Internet-based content, including web objects, videos
and software updates. Data Cache requires only one Exinda appliance and is also known as Edge Cache.
When web objects are downloaded from the Internet or across WAN links, Edge Cache stores them at the edge of the
network. When subsequent requests come for the same material, the content is quickly delivered from Edge Cache,
without the need to download the data again over the WAN. The result is the ability to experience LAN speeds of WAN
objects, and provide users with a better network experience.
Through the upload of your trusted certificate, Exinda can also support HTTPS caching.
Policies are set up using the same simple policy creator to optimize your network and leverage Edge Caching where
applicable.

Dynamic Policies
Policies define what actions to perform on specific targeted traffic. Policies can be applied and grouped into “virtual
circuits”. The policies can specify whether:
■■
■■
■■
■■

to optimize the traffic by bandwidth shaping, acceleration, or marking the packets.
to block the traffic by discarding the packets.
to monitor the traffic by ignoring the packets.
or to redirect the traffic to a specific URL.

The policy managed traffic can then be filtered by:
■■
■■
■■
■■
■■

Application or application group
Hosts or subnets and users, groups of users (from AD)
Hosts or subnets that are communicating with other specific hosts or subnets
VLAN
ToS/DSCP markings

You can apply any combination of these filters and schedule them. For example, the policy could be targeted to traffic
between a particular branch and headquarters, which has particular ToS markings on a particular VLAN during work
hours. Furthermore, you can also add more than one filter.
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Virtual circuits are created within circuits in the policy tree and are used to logically divide or partition the circuit. The
virtual circuit defines what traffic will be processed in this partition and how much bandwidth it is allowed. The virtual
circuit can enforce fair sharing amongst the network hosts. Traffic is evaluated against the defined filters of the virtual
circuit. Traffic that does not fall within the virtual circuit is evaluated by the next virtual circuit and so on. Each virtual
circuit will have it’s own set of policy rules.
Allocation of bandwidth can be dynamically applied within virtual circuits and the policies they hold.

Recommendation Engine
The Exinda appliance analyzes the traffic and makes recommendations based on what it learned about your traffic.
These recommendations appear in blue at the top of the dashboard.
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The following are examples of the kinds of recommendations that the Exinda may make:

„The applications „app-name-1” and „app-name-2” are appearing in the top 10 for the first time in the preceding
seven days. Exinda recommends that you create a policy to control or protect this traffic.”
Every night, the Exinda appliance looks at the top ten applications by data volume and determines if any of the
applications are new to the top ten. That is, when looking at the data for the day, have any of the top ten applications
not been in the daily top ten for the seven preceding days.

„The circuit „circuit-name” has traffic that was not caught by a virtual circuit. Exinda recommends that you
investigate by looking at the Virtual Circuits monitor or Real Time monitor, then redefine your virtual circuits to
capture all of the circuit data.”
Every night, the Exinda appliance looks at the traffic and determines whether traffic is showing up in any Auto Catch-all
virtual circuits. It then reports traffic in the Auto-Catch-all virtual circuit if > 1% of the traffic of your entire appliance is
caught in the single Auto Catch-all virtual circuit.

Central Management
The Exinda Management Center (EMC) provides complete management insight and configuration control of your Exinda
Network Orchestrator appliances from one central console. All applications, devices, users, and activities across all
network locations are managed from a central location giving IT Administrators the ability to manage network policies
and manage appliance configuration across the entire organization.
You can configure Exinda Appliances and monitor network usage directly from the appliance. However, once you have
more than a few appliances to manage, it can become difficult to manage them individually and maintain standard
configurations when needed.
The Exinda Management Center solves the management gap by enabling policy configuration on multiple appliances.

In-depth Reporting & Solution Center
The Exinda Solution Center provides a series of predefined monitors you can run to generate network performance
reports for applications like FTP, SSH, Salesforce.com, Office365 VoIP and many more.
■■
■■
■■
■■

The generated reports answer questions, such as:
How is salesforce.com performing for network users?
How are critical applications performing on the network?
How can I best mitigate data center disasters?

Each solution description indicates which Exinda OS version is required to run the solution, shown both in the solution
list and in each solution description. You may need to upgrade your Exinda OS version to take advantage of the
desired solutions. Some solutions may not yet be available and are shown as ‘Coming soon’.
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In addition to the Solution Center, PDF reports can be generated and downloaded on demand or generated and
emailed at scheduled intervals. The content of the PDF reports can be configured in two ways:
■■
■■

exploring the data in the monitor screens and requesting a report
going to the Report page to configure the details of the PDF report

The following PDF report generation scenarios are supported:
■■
■■
■■
■■

Explore the data in the monitor screens and generate an ad hoc PDF report of what is shown on the screen.
Explore the data in the monitor screens and schedule a PDF report to be generated using the configuration and
filters shown on the screen.
Configure a PDF report using the Report page .
Configure a PDF report using the Report page and request an on-demand generation of the PDF report.

In depth reporting is available to analyze based on traffic direction and granularity over time. The data and interactive
time graphs can be used to view:
■■
■■

Traffic in real time
Traffic by network interfaces, applications, network users, hosts, conversations, subnets and virtual circuits and
more.

SSL Common Name Policies
Exinda Network Orchestrator provides the ability to monitor traffic even if it is encrypted with SSL. Https traffic will
identify from the SSL certificate the common name or organization name which is in most cases domain/website
name. This information is then used to define the traffic as an application and then use it in the policies.
Https traffic is nearly standard for basic security even for internal network traffic, and most applications out of the
network require it. This leaves large swaths of network traffic that without visibility, cannot be properly managed.
Exinda Network Orchestrator allows Network Engineers to categorize and identify the https traffic via the SSL certificate
and create policies based on the common name identified to get full management of all your traffic.
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Exinda Network Orchestrator Capabilities Cheat Sheet
Real Time Traffic Monitoring
Exinda Network Orchestrator allows you to monitor your network, gaining full visibility into the applications users
access, inbound traffic, outbound traffic and network throughput.

Application Monitoring
Applications in the real time monitor show inbound application traffic separately from outbound application traffic.
Traffic is sorted by transfer rate. The packet rate and a number of flows for each application in that period are also
shown. There are many (+2000) predefined applications on the appliance. You can add any applications that are not
already in the list.

Application Performance Metrics
Application Performance monitors generate reports that display information about application users, application
performance, application bandwidth consumption, and the amount of reduction achieved (if applicable). The application
performance metrics are used to generate an Application Performance Score (APS) that assess network performance
and user experience when using business-critical applications regardless if they are natively detected by Exinda or
you have defined them.

Data Caching (Edge Caching)
Provides acceleration of static web content such as HTML, GIF, JPEG, ZIP, RAR, ISO as well as dynamic content
including YouTube, Google Video, Vimeo. Enables single-sided caching of Internet-based content, including web
objects, videos and software updates. Data Cache requires only one Exinda appliance and is also known as Edge
Cache.

Dynamic Policies
Policies define what actions to perform on specific targeted traffic. Policies can be applied and grouped into “virtual
circuits”. The policies can specify whether to optimize the traffic by bandwidth shaping, acceleration, or marking the
packets. They can also block the traffic by discarding the packets, monitor the traffic by ignoring the packets and
redirect the traffic to a specific URL.

Recommendation Engine
The Exinda appliance analyzes the traffic and makes recommendations based on what it learned about your traffic.
These recommendations appear in blue at the top of the dashboard.

Central Management
The Exinda Management Center (EMC) provides complete management insight and configuration control of your
Exinda Network Orchestrator appliances from one central console. All applications, devices, users, and activities
across all network locations are managed from a central location.

In depth Reporting & Solution Center
The Exinda Solution Center provides a series of predefined monitors you can run to generate network performance
reports for applications like FTP, SSH, Salesforce.com, Office365 VoIP and many more. In depth reporting is available
to analyze based on traffic direction and granularity over time. The data and interactive time graphs can be used to
view traffic in real time, traffic by network interfaces, applications, network users, hosts, conversations, subnets and
virtual circuits and more.

SSL Common Name Policies
Exinda Network Orchestrator provides the ability to monitor traffic even if it is encrypted with SSL. Https traffic will
identify from the SSL certificate the common name or organization name which is in most cases domain/website
name. This information is then used to define the traffic as an application and then use it in the policies.
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