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Defense in depth
Imagine for a moment that you own a business, and you start hearing reports of
break-ins at neighboring stores. In a situation like that, you would probably want to
improve your businesses’ security. You might invest in better door locks, or perhaps a
perimeter fence. You might even go so far as to adopt a guard dog.
Any of these or many other security products will help improve your protection. At the
same time however, no single security product will 100 percent guarantee that nobody
will break into your business. As such, the prudent thing is to take a layered approach
to security. This means using a variety of different security mechanisms that will
collectively keep the burglars out of your establishment. Even if your security isn’t full
proof, it needs to be strong enough to make the burglars think twice about breaking
in. They may skip your business and move on to an easier target somewhere else.

This same basic concept also applies to IT. While there are some great cyber security
products available on the market, none of them should be relied upon exclusively.
It’s better to practice “defense in depth” by adopting several different cyber security
products that collectively provide comprehensive protection.
Although the idea of practicing defense in depth has been referenced in numerous
IT best-practices papers, there is no definitive guide to help SMBs determine which
types of security products they should be using. The SMB security guides that do exist
seem to be primarily designed to sell products. This paper is designed to fill this gap.
GFI.COM
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Each of the subheads below refers to a general area of IT infrastructure that needs
to be protected. These sections then describe various types of security tools that
can help you to protect that part of your IT infrastructure. For example, ransomware
is an ever-present threat to your data, so the section on data protection mentions
malware prevention software as one of the mechanisms that you should be using to
provide necessary protection. Keep in mind, however, that this paper is designed to
help SMBs figure out how best to protect their IT resources. It is not about specific
products. Security tools and toolsets will only be discussed at a general level, without
recommending specific vendors.
It is also worth noting that in some cases, a type of tool may help to protect multiple
layers of the IT infrastructure, rather than providing a single type of protection
exclusively. Similarly, there are products available that combine multiple areas of
functionality into a single tool. For example, a next-generation firewall product might
also include email security features. Simply put, some types of security tools might not
always fit neatly into a single category of protection.

1. Perimeter Protection
Some IT pros are quick to dismiss the importance of perimeter protection because
so much is being done in the cloud. However, perimeter protection remains an
important event today because the perimeter acts as the first line of defense for any IT
resources residing on premises, even if those resources are just end-user devices.
Secure Web Gateway
One of the most important things that an organization can do to secure its perimeter is
to deploy a secure Web gateway. A secure Web gateway protects users and devices
by filtering out undesirable traffic. For example, a secure Web gateway is often used
to detect and remove malware or ransomware that is attempting to infect a device
residing within an organization’s perimeter network.
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A secure Web gateway can also be used to block users from downloading
unauthorized content or from using unauthorized SaaS applications. For example, an
organization might use a secure Web gateway to prevent users from downloading
music files or to block access to bit torrents. Similarly, a secure Web gateway can be
used as a solution to prevent users from accessing streaming video services such as
Netflix while at work.
VPN
Admittedly, VPN or Virtual Private Network, isn’t really a security feature. However,
most organizations have set up some sort of mechanism for enabling remote network
access. This might be something as simple as configuring Windows to support RDP
sessions, or it might involve using a third party remote access product.
While remote access is an undeniably important capability, organizations must
consider whether their current remote access solution is secure. That’s where the idea
of using a VPN comes into play. A good VPN can help to ensure the security of your
perimeter network by placing more stringent safeguards on remote access traffic.
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At a bare minimum, a VPN should support encryption through L2TP and / or IPSec.
Beyond that however, a VPN should be able to leverage your existing directory
service so that users can be authenticated before the VPN allows them to access the
perimeter network. Granted, nearly every VPN includes authentication capabilities,
but it’s difficult to determine whether a VPN that uses a proprietary authentication
mechanism is truly secure. It’s far more desirable to base the authentication process
on your existing directory service.
One more thing to look for in a VPN is support for all of the devices that need to
remotely access your network. Some VPNs only work with Windows or only support
mobile devices. However, there are VPNs available that support all of the most
popular operating systems such as Windows, Mac, Linux, iOS, and Android.
Next-Generation Firewall
Most SMBs already have multiple firewalls on their network. The Windows operating
system, for example, includes a built-in firewall. Nearly all Wi-Fi access points also have
firewalls. While this type of multi-layer firewall protection is important, organizations
should consider investing in a next-generation firewall.
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A basic firewall, like the one that comes with Windows, works by preventing network
traffic from being sent across various ports. In doing so, the firewall acts as a barrier
between your trusted network (or trusted device) and an untrusted network such as
the Internet. The firewall’s job is to block unauthorized types of traffic from entering
your network from the outside world.
A next-generation firewall does the same thing as a basic firewall, but it adds some
additional functionality. The feature set varies by product, but some of the features
to look for include intrusion detection and prevention (IPS), gateway-level malware
filtering, Web content filtering, and Web application filtering. An intrusion detection and
prevention feature can help to alert you to suspicious activity that might indicate that a
hacker is trying to access your network. Gateway level malware filtering scans packets
as they enter your network in an effort to intercept ransomware and other types of
malware before it can enter your network. A Web content filter can block users from
accessing unauthorized Websites (hacker sites, adult entertainment sites, etc.), and a
Web application firewall adds an extra layer of protection in front of Web sites that you
may be hosting by blocking certain types of malicious traffic.
Email Security
If an organization is to fully protect its network perimeter, it must also implement
comprehensive email security. Most ransomware infections occur as a result of a
user clicking on a malicious link within an email message or opening a malicious
attachment. As such, an email security solution must have the ability to detect and
remove malicious messages. Of course, any mail filtering solution also needs to be
able to filter out phishing messages and spam.

2. Network Protection
Just as it is important for an organization to protect its network perimeter, it is equally
important to defend the organization’s private network against attack.
Network Monitoring
Any device that is connected to your network could potentially contain a security
vulnerability that will allow an attacker to gain a foothold into the organization. Network
GFI.COM
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monitoring software identifies all of the devices on the network. The identification
process goes well beyond PCs and servers, and also includes things like mobile
devices, network switches, and printers. Once the inventory has been collected, the
software helps administrators identify and correct vulnerabilities stemming from things
like open ports, open shares, and default passwords.
Network Segmentation
Network segmentation is based on the idea that not all traffic should be able to
access all parts of your network. If an organization has a Web storefront, for example,
it is perfectly acceptable for public Internet traffic to reach the frontend Web servers.
However, public Internet traffic should not be able to reach the backend database
servers.
There are many different ways of segmenting a network. One option is to hardwire the
network to segment traffic but that approach tends to be rigid and inflexible. A better
option is to use routers and a next-generation firewall to control which types of traffic
are allowed to reach various network resources.
Security Information and Event Log Management (SIEM)
The Windows operating system produces a wealth of security information in the form
of event log entries. Many other applications and operating systems generate similar
log entries of their own. The problem with these log entries, however, is that their
sheer volume can make it completely impractical for an administrator to examine a
computer’s logs.
Event log management tools
consolidate the logs from all of
the computers on a network
and then parse that log data.
Administrators can be made
aware of key security or system
management events without
having to manually sift through
countless log file entries.
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There are several event log management tools available, and most do an adequate
job. The most important thing to look for in such a tool is the ability to filter out “noise”
log entries. Otherwise, you may find yourself being bombarded by so many alerts that
important ones go unnoticed.

3. Host Protection
Host protection refers to the practice of protecting the devices residing on your
network. These devices may be servers, desktops, or anything else that you have
connected to your network.
Patch and Vulnerability Management
One of the single most important things that any organization can do to keep its
systems secure is to apply patches in a timely manner. Operating system and
application vendors create patches as a way to address newly discovered security
vulnerabilities. Once a software vendor creates a patch, the hacker community knows
that unpatched systems are subject to the vulnerability that the patch was designed to
correct. Hence, an unpatched system is vulnerable to attack.
Windows and some other operating systems are designed to automatically download
and install patches as they become available. The same is true for some applications.
Given the importance of timely patch management, however, an organization should
not leave the patching process to chance. Instead, it’s better to invest in a good patch
management product.
Again, capabilities vary from one patch management system to the next, but generally
speaking, a patch management system will centralize all patch management
operations so that the administrator can see exactly which systems have been
patched, and which have not. Better still, a patch management system can often
handle patching for a variety of operating systems and applications, meaning that an
organization does not have to deal with each piece of software separately.
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Endpoint Security
As important as patch management might be, missing patches are not the only thing
that can leave a system vulnerable to attack. A poorly configured system can pose
just as significant a risk to the organization’s security as a system that is missing critical
security patches.
This is where endpoint security software comes into play. Endpoint security software
scans the computers on your network for vulnerabilities. The software then provides
administrators with a report of which vulnerabilities exist on which PCs. Ideally,
endpoint security software should be able to prioritize the detected vulnerabilities,
which helps the IT staff to differentiate between a critical issue that needs to be
addressed immediately, and an issue that is far less serious. In some cases, endpoint
security software may even offer automatic remediation of vulnerabilities, which helps
admins to bring endpoint devices into a secure state without the need for tedious
manual reconfiguration.

4. Credential Protection
Credential protection means keeping user accounts safe from things like stolen
passwords. Although passwords are starting to be replaced by biometric and other
authentication mechanisms, it can still be helpful to use software to identify weak
passwords and those that are likely to have been compromised.
Identity Management
Identity management represents another important piece of the security puzzle.
GFI.COM
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Identity management is often described in terms of verifying that only authorized
users are able to access certain applications and data, but there is more to it than
that. Before you can control access to a resource, you must have a way of positively
identifying a user’s identity.
Identity management is often handled by a directory service such as Microsoft’s Active
Directory or Azure AD. However, there are a number of supplementary solutions
available that go further in positively establishing a user’s identity by requiring
multifactor authentication. Multifactor authentication means requiring a user to prove
their identity in more than one way. In addition to a password, for example, a user
might be asked to answer a security question or provide a code that was sent to their
smartphone with an SMS text message.

5. Data Protection
An organization’s data is among its most valuable assets, so it is extraordinarily
important to ensure that your data is well protected. There are several different types
of software that can help with data protection.
Access Controls
Windows and other operating systems allow administrators to grant or deny access to
resources through the use of Access Control Lists (ACLs). ACLs are a native operating
system feature, and do not require any third-party security software.
Even so, supplementary software can be useful
for access control reporting. For instance,
an organization may need to find out what a
particular user can access. While there are ways
of using native operating system tools to find all
of the user’s permissions, doing so is a tedious
and time-consuming process. On the other hand,
third-party software can create reports detailing
who has access to what.
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Data Backup
One of the single most important things that an organization must do to protect its
data is to create regular backups. Restoring a backup is the best option for recovering
from a ransomware attack. Backups are also crucial for recovering data that was
accidentally overwritten, maliciously deleted, or lost due to a disk error or other
hardware failure.
Antivirus
As previously noted, ransomware and other types of malware pose one of the most
significant threats to an organization’s data. Unfortunately, no anti-malware product is
perfect, so it is important to take a layered approach to preventing ransomware and
malware.
Since ransomware attacks are generally triggered by end users clicking on something
that they shouldn’t, it is important to install anti-malware software on each network
endpoint. Ideally however, the anti-malware software should use multiple scanning
engines, provided by multiple vendors. That way, if one scanning engine fails to detect
a piece of malware, another scanning engine might succeed.
It is also important to implement
malware protection at strategic
locations throughout your network.
For example, you might implement
malware detection and filtering at
your Internet gateway, to eliminate
malware as it enters your network.
Mail servers are another prime
candidate for malware filtering.
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Conclusion
Defense in depth identifies multiple areas or layers of security needed to keep you
and your business safe. Perimeter, network, host, credential and data protection are
key elements in a security stack strategy. Over-spending in one layer while ignoring
others may leave you less protected. Marginal spends in multiple areas may offer
more protection, and potentially for less.
SMB organizations who are seeking to keep their IT resources secure should look
for ways to implement a defense in depth security solution based around a variety
of types of security products. While the statistics are worrisome about the number
of attacks and the number of security breaches, a well-rounded defense is within
reach for most SMBs. A basic understanding of security layers, your business, and the
vendor options available can keep you safe.
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Multilayer security to prevent, detect, and address threats to your network
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